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	Cyber Crime, Telephone Scams and Banking Fraud on the Rise 

	The Department for Education and the government have established Key Themes as specific topics that aim to enrich your learning by improving your wider skills and understanding above and beyond the course you are taking.  Skills South Tyneside and your training provider want you to gain the most from your programme of learning and these activities will help to embed those Key Themes.  The Key Themes are:

	M- 
Maths
	E-
English
	ILT- Information Learning Technology
	EDI- Equality, Diversity Inclusion
	S- 
Safeguarding
	P- Prevent
	C-
Climate
	HS- Health and Safety
	BV- 
British Values

	Criminals have ruthlessly adapted to the pandemic with scams exploiting the rise in people working from home and spending time online.  These range from investment scams promoted on social media and search engines, to the use of mobile phone cold-calling, phishing emails and fake websites to harvest people’s data. 
So, what are the statistics?
· The banking industry prevented £853 million of attempted unauthorised fraud in the first half of 2020
· The banking industry is also working hard to protect customers with almost £7 of every £10 of fraud prevented in 2020
· Contactless card fraud, which takes place using lost and stolen cards, fell by 20% in the same period as more people were moving their spending online rather than in stores
· Cheque fraud also saw a significant decrease of 78% for the same reason
‘Phishing’ and Suspicious Emails 
[image: C:\Users\lornam\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\6C59D3A6.tmp]A phishing email is a fake/hoax email that is designed to trick the recipient into doing something insecure such as:
· Clicking on a link or a document which can download malware
· Clicking on a link which takes the use to a corrupt website to enter passwords, bank details which are then used to steal money/data or to gain unauthorised access to system

If you receive a suspicious email - delete it!  Do not forward it to any other email address or reply to the email, do not click on any links or download any attachments and do not enter any type of information or data (personal details, passwords, financial information etc.).
Cold Calling/Telephone Scams
Cold-call phone scams typically involve fraudsters deceiving people into believing they are speaking to a police officer, a member of bank staff or a representative of another trusted company or agency such as a government department.  Remember:
· [image: C:\Users\lornam\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\5C5C6A4.tmp]The Police, your Bank, HMRC, the Post Office, Amazon or Sky will never ask you to transfer your money, hand over cash, buy vouchers or send via a money service bureau or download an app on your phone.
· Fraudsters will pretend to be from your Bank, the Police, HMRC, Sky or Amazon or another organisation and give you information that will worry you, such as an issue with your bank account, money owed, corrupt banking employees, a problem with your National Insurance number or a friend or relative in custody.
· Never ring them back using the number they provide. This is a fake number.
· They will prey on your fears and may tell you not to tell anyone about the call due to the secrecy of the ‘incident’.  No company would do this. They are doing this to hide the fraud.
· To prevent fraud from happening you must terminate the call immediately. Use another phone to report this to action fraud on 0300 123 2040 or www.actionfraud.police.uk.
· If you think you have fallen victim to a scam, notify your bank immediately.

	True or False: The banking industry stops 70% of fraud taking place. Click here to enter text.

	Research Online: What is identify theft? Click here to enter text.

	Question: Have you ever been victim of cyber-crime, banking fraud or telephone scams?  If so, what happened? Click here to enter text.

	Looking After Your Mental Health in a Pandemic

	The Department for Education and the government have established Key Themes as specific topics that aim to enrich your learning by improving your wider skills and understanding above and beyond the course you are taking.  Skills South Tyneside and your training provider want you to gain the most from your programme of learning and these activities will help to embed those Key Themes.  The Key Themes are:

	M- 
Maths
	E-
English
	ILT- Information Learning Technology
	EDI- Equality, Diversity Inclusion
	S- 
Safeguarding
	P- Prevent
	C-
Climate
	HS- Health and Safety
	BV- 
British Values

	[image: ]The COVID-19 pandemic has brought grief, financial hardship and loneliness for many people and with the changes approaching with moving out of lockdown looking after our mental health is now more important than ever. 

The BBC has just launched a new platform, called Headroom, to help with people’s mental health during this time.  

[image: Give stress the boot: how to maintain good mental health during a pandemic  – Sidelines]Headroom offers a personalised Mental Health Toolkit which aims to offer every day tops, sounds to relax your mind, strategies to cope with parenting right now or films to get your talking, Headroom aims to help you look after yourself and your loved ones.

So what is the Mental Health Toolkit?  It’s a one stop shop for all things helpful to improve your mood and recognises the challenges that lockdown, COVID-19, loneliness and isolation can have on your mental wellbeing.  Here’s a selection of what’s on offer, with lots of tips and tricks of simple and free things you can do to with videos, podcasts, interviews, articles and music. 
[image: C:\Users\lornam\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\EDF4C82B.tmp]
How does the sun affect my body and mind? The science behind how sunlight affects your wellbeing. 
[image: C:\Users\lornam\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\EDF4C82B.tmp]
Giving up Alcohol with Susannah Constantine.  Dr Rangan speaks to Susannah Constantine about alcoholism.  
[image: Open Book Remixed Icons PNG - Free PNG and Icons Downloads]
Tidy House, Tidy Mind.  How decluttering your home can help create a calm mind. 
[image: Open Book Remixed Icons PNG - Free PNG and Icons Downloads]
Let’s Go for a Walk.  CBeebies and Ranger Hamza go on interesting walks to find places for fun activities. 

[image: C:\Users\lornam\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\9FDEF1BE.tmp]Olly Alexander: Growing Up Gay.  Olly Alexander explores mental health issues faced by the LGBT+ community. 
[image: C:\Users\lornam\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\9FDEF1BE.tmp]
Ronan Kemp: Our Silent Emergency.  Ronan Kemp explores the mental health and suicide crisis affecting young men.  

Why don’t you take a quick 30-minute walk today?  A walk in the fresh air is known to help reduce stress, clear the mind, improve sleep and help to improve circulation.  

Why don’t you empty a cluttered drawer and tidy the contents up?  Organising even a small space has shown strong positive impacts on mental health. 

	You can choose to do any or all the suggested activities below and your tutor will support you with any help you may need:

	[bookmark: _Hlk65502385]Question: How did this article make you feel? Click here to enter text.

	Research Online: Using the Mental Health Toolkit, which activities or articles have inspired you? Click here to enter text.

	A Green Solution to Climate Change

	The Department for Education and the government have established Key Themes as specific topics that aim to enrich your learning by improving your wider skills and understanding above and beyond the course you are taking.  Skills South Tyneside and your training provider want you to gain the most from your programme of learning and these activities will help to embed those Key Themes.  The Key Themes are:

	M- 
Maths
	E-
English
	ILT- Information Learning Technology
	EDI- Equality, Diversity Inclusion
	S- 
Safeguarding
	P- Prevent
	C-
Climate
	HS- Health and Safety
	BV- 
British Values

	Allowing nature to thrive can help us combat climate change.  One of the major drivers of climate change is the increasing level of carbon dioxide in our air, but by planting more trees, hedges and flowers, growing more fruit and veg and protecting our green spaces we can absorb a lot of this carbon – and put it to good use!
A Win-Win Solution!
While embracing green towns and cities will help to fight climate change it will also bring countless other benefits.  When nature thrives, so do we.  A healthier natural environment…
	· Reduces air pollution
	· Helps us stay active

	· Benefits our mental health
	· Reduces crime

	· Supports our economy
	· Regulates urban temperatures

	· Tackles our biodiversity crisis
	· Supports wildlife

	· Improves our food security
	· Reduces energy consumption


What Can You Do?
We need to start embracing nature in our urban spaces – in gardens, parks, on rooftops and everywhere in between.  Soo…
🌱 Enhance your gardens and be creative with your outdoor space!
· [image: C:\Users\lornam\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\D70EEA22.tmp]Plant something (on windowsills and balconies, in front gardens and driveways, up walls and in gardens)
· Create wildlife-friendly features
· Grow your own fruit and vegetables (in any sized space) 
· Garden with nature, not against it
· Give your lawnmower a rest
· Compost your food scraps and go peat-free 
· Rethink “weeds”
🌱Get involved in community groups and volunteer to protect your local environment! 
· Love South Tyneside by doing a Litter Pick or helping at a Community Garden 
· Support your local parks and greenspaces. Get in touch with South Tyneside Council’s Community Engagement Officer, Emily Ross, for more information about volunteering opportunities near you
🌱Simply go out and enjoy nature!  
· [image: C:\Users\lornam\AppData\Local\Microsoft\Windows\Temporary Internet Files\Content.MSO\D9D75C81.tmp]Go out to your local park, woodland or greenspace and take time to appreciate your local environment. Getting out into greenery can lower blood pressure, boost your immune system and help lift your mood! 
What's on This Month
Earth Day - 22nd April 
National Gardening Week - 30th April 
Listen, Read, Watch
Listen to… BBC Why Does Nature Calm Anxiety? 
Read… National Trust to Plant Blossom Trees in Cities 
Watch… Tyne-Tees Murmurations in March 2021 

	You can choose to do any or all the suggested activities below and your tutor will support you with any help you may need:

	Question: How do you contribute to your local environment being greener? Click here to enter text.
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